I intelijiDEA Static Code Analysis

Overview

This document is intended to give you the feeling of the advantages of IntelliJ
IDEA static code analysis tool that helps you to maintain and clean up your code
through the analysis performed without actually executing the code.

IntelliJ IDEA is capable of detecting dozens of error-types and inconsistencies.
First of all, it helps you to find probable bugs that are not “compilation errors”. Its
flexible mechanism of resolving problems allows you to easily improve the code
structure, conform your code to numerous guidelines and standards, detect per-
formance issues and so on.

IntelliJ IDEA’s static code analysis is performed on-the-fly. Various inconsisten-
cies, probable bugs, redundancies, spec violations, etc. are highlighted in the
editor right while you are typing. Moreover, IntelliJ IDEA provides you with intel-
ligent quick-fixes. So it ensures code quality from the very beginning, without in-
terrupting your coding process. And that makes you more productive and saves
your time and money.

In this document we will show you several examples of how static code analy-
sis works. Also we’'ll describe how IntelliJ IDEA allows you to manage static
code analysis options. With the help of customizable inspection profiles you can
specify the inspections you want to be applied to the scopes, modules or etc.
Moreover we’ll mention here other advantages of Intellid IDEA static code analy-
sis such as ability to suppress inspections for some pieces of code.

Examples of code inspections use

More than 600 automated Code Inspections help you easily detect different in-
consistencies. In Intellid IDEA you'll find that all inspections are grouped by their
goals and sense. Every inspection has the appropriate description, so we won'’t
describe each group separately. But we’'ll try to highlight the most common tasks
that are covered by the static code analysis. They are:

® Finding probable bugs

® |ocating the “dead” code

® Detecting performance issues

® Improving code structure and maintainability

® Conforming to coding guidelines and standards

® Conforming to specifications
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Finding probable bugs

Intellid IDEA analyzes the code you are typing and is capable of finding and fixing
probable bugs as non “compilation errors” right on-the-fly. Here is an example of
such situation.

Potential NPEs that can be thrown at application runtime.
Before

public double requestCurrentRate(String fromlCurrency, String toCurrency) {
if [(fromCurrency == null && tolurrency == null) {
return Double. Nai:;
'

[ Method invocation ‘FromCurrency. equalsi"USD™Y may produce java.lang. MullPainkerException’, |
double answer = 0;

oy v

b7 if (from[!:_lrrency. equals ("USD") s& toCurrency.edqualsi("CDH")) {
G Assert FromCurrency = null* 3
¥ surround with i (FramCurrency 1= nalll' » |[1") s tolurrency.egquals("USD")) {

2
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Flip *.equals{)’

Here the first if condition may lead to NullPointer exception being thrown in the
second if, as not all situations are covered. At this point adding an assertion in
order to avoid a NullPointer being thrown during the application runtime would
be a good idea.

After

public double requestCurrentRate (String fromCurrency, String toCurrency)] |
if [(fromwCurrency == null && tolurkency == null) {
return Double. Nal;

double anzwer = 0;

assert fromCurrency '= null;

if [(fromCurrency.equals("USD") && tolCurrency.edquals ("CDH")) {
answer = rate;

'

if [fromCurrency.edquals("CDH") && toCurrency.edquals("USD")) |
answer = 1 / rate;

'

return answer;

'

So, this is exactly what we get from the intention action.
Locating the “Dead” Code

IntelliJ IDEA highlights in the editor pieces of so-called “dead” code. This is the
code that is never executed during the application runtime. Perhaps, you don'’t
even need this part of code in your project. Depending on situation, such code
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may be treated as a bug or as a redundancy. Anyway it decreases the application
performance and complicates the maintenance process. Here is an example.

So-called “constant conditions” - conditions that are never met or are always
“true”, for example. In this case the responsible code is not reachable and actu-
ally is a “dead” code.

attribute = parsedttribute|isempty, asp, php):;

if [attribute == mull) {

return;

'

wvalue = parseWValuelattribute, false, isempty, delim);

if {attribute !'= mullp {

[ Condition ‘attribute 1= null’ is always true',

'
else !
4% = mew AttWal( null, null, null, null,
0, attribute, walue ):
Feport.gttrError(this, this.token, walue,
Report. BAD ATTRIRBUTE TVALUE) ;

'

IntelliJ IDEA highlights the if condition as it’s always true. So the part of code sur-
rounded with else is actually a dead code as it is never executed.

Detecting performance issues

IntelliJ IDEA suggests users an easy way of solving problems concerned with
performance throughout an entire project. Intellid IDEA knows a lot of situations
where there are some patterns known to be performed faster that any others. So
it can suggest solutions to increase the performance. So, here are several examples:

1. String operations.
Before

public 3tring greetings(3tring who) {

oy v

W return "Hello"+ who + "!Welcome ahoard!";

-} Replace + with java.text . MessageFormat call »

»._"; Replace + with .append() *

IntelliJ IDEA suggests you several actions to improve the performance of this
string operation. We select the second one as it is known to be faster working.

After
public String greetings(Scring who)
return new StringBuilder().append|("Hello ")
append (who)
Lappend ("1 Welcome aboard!")
LtoString () ;

+
And here is the result.
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2. So called “tail recursion”, that appears when your code contains method that
calls itself as its last action. That means the recursive call is the last thing that
happens in the method. Such construction not seems to be an error but may
lead to performance problems, especially when used frequently or on rather
complicated methods.

Before

private static boolean afterSpace(Node node) {
Node prew:
int c;

if (node == null || node.tayg == null) return true;
prev = node.prev;

if (prev '= null) {
if (prev.type == Node.TextNode && prev.end > prev.start) {
c = {((int)prev.textarray[prev.end - 1]) & OxFF;
if (c == 160 ||l ¢ == ' ' || ¢ == '\n') return true;
}
return false:
) [ Tail recursive call afterSpace() |
7] return dfterSpaceI(node.parent);

i/ Replace tail recursion with iteration ~

+/ Expand boolean use to if-else

In this example IntelliJ IDEA detects such “tail recursion”, as described above,
and suggests a quick-fix for it.

After

private static bhoolean afterSpace (Node node) {
| while (true) { |

Node prev;

int c;

if (node == null || node.tayg == null) return true:;
prev = node.prev;

if (prev != null) {
if (prev.type == Node.TextNode && prev.end > prev.start) {
¢ = ({int) prev.textarray[prev.end - 1]) & OxFF:
if (c == 160 || c == "' "' || ¢ == '"\n') return true;
}
return false:
}
| node = nnde.parentl: |
}
}

With the help of quick-fix, this tail recursion is easily transformed into iteration.

Improving code structure and maintainability

IntelliJ IDEA performs on-the-fly analysis of dependencies through a project,
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module or package, detecting them and helping you in controlling dependencies
through breaking your code into modules, using temporary cyclic dependencies,
error highlighting. IntelliJ IDEA also looks for structural duplicates, even “fuzzy”
duplicates.

To learn more about analyzing code dependencies please read

Analyzing Code Dependencies (part 1) —
http.//blogs.jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-ii/

and

Analyzing Code Dependencies (part 2) —
http.//blogs.jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-i/ .

Conforming to coding guidelines and standards

IntelliJ IDEA allows you to find different inconsistencies concerned with numerous
coding guidelines and standards, from common Java standards to any specific
corporate standards. All places where, for example, Javadoc inconsistencies are
found, are highlighted in the editor on-the-fly.

Here we include for example:

Naming conventions

-.‘;E:tatic final String mySiring ="test";
[ Constant ‘mystring' doesn't match regex ~_[a-Z].* |

In this case we defined that all constants in the project should begin with “_”
symbol. The yellow light bulb alarms that the constant does not match our own
standard that we set for such names. IntelliJ IDEA can help you with solving the
problem. Just press Alt + Enter, and select to rename the symbol. All the usages
of this symbol in the code will be also renamed.

Conforming to specifications

IntelliJ IDEA highlights all specification violations, like EJB, JSP, JSF, etc. Unlike
guidelines inconsistencies, spec violations result in impossibility to deploy the
application on the server. That's why it's important to find such code places on-
the-fly. Here is an example.

Before
public interface LocallotifierHome extends EJELocalHome |
W TLocalMorifier greatel) [Method 'create’ should throw javas.ejb. CreateException

w? Inspection 'EJB Classes Errors' options

-? Add 'javax.gjb. CreateException’ to 'create’ throws list =

According to EJB specification, method “create” should throw corresponding ex-
ception. IntelliJ IDEA highlights this violation and suggests the quick-fix. If we
won't fix it, the application won’t be able to deploy at the server side.



http://blogs.jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-ii/
http://blogs.jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-i/

g' IntelliJ/IDEA

After
public interface LocallNotifierHome extends EJELocalHome |
LocalNotifier create() throws CreateException:

}
When quick-fix is applied, the exception is added.

Managing static code analysis

Customizing inspection Profiles

It's obvious that you won’t need all inspections in each project. But while working
on different projects or modules you may need different combinations of inspec-
tions to be applied to the code being written. For this purposes Intellid IDEA al-
lows you to specify your own inspections set for each module or project, or you
can customize the profile for the whole IDE. You can add a new profile in the
Settings | Errors area. Just click the plus button and specify the name for the
profile. Then select the inspections to be used in this profile.

H &8 r% H Inspection profile: MyProfile
.%IDE Profiles Mame: |MyPrDFiIe
5 Default

Kl

5 MyProfile =

@ Filter: E|
[3& Project Profiles

L [ Project Default ¢ L Inspections
@ [] Abstraction issues

[ »

@ [] Assignment issues
@ [ Bitwise operation issues
[] Incompatible bitwise mask operation
E [] Paintless bitwise expression
[] shift aperation by inappropriate conskank

@ [] Class metrics

In the list of available inspections you can find out that some items are black-colored
and the others are blue-colored. Black color means that the item has the same state
as in the default profile, blue color means the item differs from the default profile
item. You can create a profile with all necessary inspections specified and tie it to the
project, or use the default one that also can be changed or administered.

IDE Profiles Settings

Default IDE profile: |.$ Default E‘
5 MyProfile

#5 Default

Furthermore you can define the scope for the selected inspections to be applied
to in the Project Profile Settings. A scope defines the set of files on which code
analysis is performed. A scope can include a single file, a folder or package,
class or project. Shared scopes are available to your team mates and help you
share settings, e.g. inspection profiles defined for specific code parts, the most
common search scopes, etc.
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]

BH 2 E g & Scope "MyScope’ settings
T@ Local Scopes Marne: |M\,r'5cope |
L @ MyScope
._@ Shared Scopes Pattern: |testlng_JUn|t.|pr||Flle[testmg_JUnlt]:src,l'd|FFItestlngCnde.ﬂnalyﬂs.]ava|

EE e T Scope contains O of tatal 11 files

@ 70 testProject
2 kestProject

Include

4 kestProjectisrcicomiacmel conversion) Include Recursively

o+ bestProjectisrcicomiacmelconwversion, Exclude

E\I:f T CurrencyExchangeService.java

5 l

7 l

@= (57 kestProjectisrchcomiachielconversion)

? l
[ Exclude Recursively

l
|
l
|

0 T CurrencyExchangeServiceFack

0 @ FizedRateCurrencyExchangease
@= (57 kestProjectisrc)diff

Creating your own inspections

IntelliJ IDEA allows you to create your own inspections based on code templates.
In the inspection list you can find Structural Search Inspection that actually is a
powerful tool for creating search templates.
Options

Sewerity: | | As warning EH]

Selected kemplates:

[ Add Search template. ..

| Edit...

)
[ Add Replace template. .. ]
|
|

| Remove

With the help of this inspection you can create any number of search code tem-
plates as well as search and replace template combinations.

For example we’ll create search and replace template for string operations.
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[lStructural Replace - MyTemplate 5'
Search template:
Systew. out.printlniSargi+Sarg2s) 2 =
[+]
Replacement template:
watem. out.printlnfarg§.concat{farqg2s) ) ; =
[+]

I Save template. .. l[ Edit wariables. .. l[ History... ]I Copy existing template. .,

Options

[] Case sensitive

] Magimurn matches

File type: |java El
[] sharten Fully qualified names

] Format according ko style

[ @pen in new tab

Status: I (a4 H Cancel ]I Help ]

inconsistencies in the code.

public class CommandLineClient {
public static woid main(3tring[] args) |
if jargs.length == 2] {
CurrencyExchangeiervice service =
getServicel)

double rate = i o
emplate
service.requestCurrentRate (args[0],

T System.olut.println[“llate is " + "<source currency code'):

Q Replace with 'Syskem.out. printin“R.ate is ".concak( <source currency code'1y;" »

-.1) Add static import For java.lang. System, out! .

7

'

We activate this inspection in the project profile and IntelliJ IDEA highlights all

Moreover, it provides the replace template that we defined earlier. Selecting it

we’ll get exactly what we wanted.

public class CommandLineClient {
public static void main(String[] args) {
if [args.length == Z) {
CurrencyExchangelervice serwvice =
getServicel)
double rate =
service.requestCurrentRate (args[0], args[1l]):
S¥sten. ont.println("Rate is ".concat("<sSource currency codﬁ"jj;l
1 else |

'

'

For more details on Structural Search and Replace please read the following

article http://www jetbrains.com/idea/documentation/ssr.html
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Running inspections

Although the analysis is performed on-the-fly, you may want to run it for the
whole project or custom scope and view the results in a tree view. To do so, just
select Analyze | Inspect Code from the menu. The following dialog appears.

E]Specify Inspection Scope il

Inspection scope

() Whale project
() Module 'testPraject’

() File '[testProject] - .. \srclcomiacme\conversionlcurrency! Tests\FixedR ateTest . java'

(®) Custom scope |M\fLDta|5CUIJE |3| D

[#] Include kest sources

Inspection profile

() Run with editar settings

(@ Run with chosen prafile

|£ MyProfile |3| D

[ oK H Cancel ]

Here you can select the inspection profile, specify the scope and choose whether
you want to include test sources to the analysis or not. The results of the analysis
are presented at the bottom in the following form:

On the left hand side you see the tree view with all inconsistencies detected

Inspection - Results for Inspection Profile 'Default”

b 0 | g D testProject.ipr (23 items)

X ﬂ Control flow issues (1 iterm)
— = Declaration Redundancy (14 items)
LAY |

General (4 items)

Probable bugs (4 items)

&- [ diff (1 item)
é)— C T teskClass (1 ikem)
& (@) T My_Method() (1 irem)
L (%) iiCnndition attribute == trug is always true. (1 item)é

J‘B B Constant conditions exceptions (1 ikem)
2
?

@ E[& ¢ o o

2 Unused assignment (3 ikems)

On the right hand side you see the description of the currently selected in the
tree view inconsistency. From here you can move directly to the code that is

considered to be unsatisfactory. You can apply quick fixes to it, or suppress the
inspection.
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Mame:
public method boolean My__Method()

Location:
class testClass (diff)

Problem synopsis:
Condition attribute == true at line 12 is always true,

Suppress:
Suppress for method

Suppressing inspections for the code

Of course, the static code analysis can not be treated as a final instance, and
it only aims to help you in writing high-quality, coherent and maintainable code.
And sometimes you may want to leave as is for some reasons some parts of
your code, that are reported as problematic. For example, IntelliJ IDEA considers
some code to be “dead”, and at this point it is never executed, but may be useful
later. IntelliJ IDEA allows you to suppress the inspection for this code so the code
will be left as is without any changes.

Before

public double recquestCurrentRate (String fromCurrency, String tolurrency)
double answer = 0;
if (fromCurrency.equals("USD" ) && tolCurrency.ecquals ("CDH" ) {
answer = rate;
) [ Hard coded string literal: 'USD' |

;?' if [fromCurrency.equals[“Cl) "1 && toCurrency.ecquals("UsD")) {

5/ H&nize hard coded skring literal » . Hard coded strings

‘-1’ Introduce Constant > ;_;,J Edit inspection profile setting

W Inwert If Condition > % Runinspection on ...

W Replace ‘22! with || > % Suppress for statement

¥ Flip ‘e > Y/ Suppress for method

¥ Replace .equals() with == > % Suppress for class

W Flip'.equals(y > % Suppress all inspections for class
) Disable inspection

In this example there are hard coded strings that we’d like to leave as is. So we
can suppress this inspection for this method.

B3uppressarnings | {"HardCodedStringliteral" )
public double requestCurrentRate (String fromCurrency, String tolurrency)
double answer = 0;
if [(fromCurrency.equals ("USD" ) && tolCurrency.equals("CDH")) {
answer = rate:

}

if (fromCurrency.equals ("CDH" ) & tolurrency.edquals ("USD")) |
answer = 1 f rate;

}

return answer;
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Conclusion

Thank you for your time and attention. Of course, it is not possible to cover each
inspection and each advantage of code analysis separately just in one article.
Also we did not mention that there are also code inspections for CSS, JavaS-
cript, etc. For more details you can refer to the following articles:

Analyzing Code Dependencies (part 1)

http://blogs jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-i/
Analyzing Code Dependencies (part 2)
http.//blogs.jetbrains.com/idea/2006/04/analyzing-code-dependencies-part-ii/
Structural Search and Replace

http.//www jetbrains.com/idea/documentation/ssr.html

Optimizing your CSS
http://blogs.jetbrains.com/idea/2006/05/optimizing-your-css/

i18n support

http://blogs jetbrains.com/idea/2006/03/i18n-support/
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